Suppliers Declaration of Conformity for USGv6 Products . USGv6-vl SDOC-v1.10 Page 1|
e Document USGVS Profile Version 1.0, July 2008. (NIST SP500-267)

2 _,_uzacﬁ identifier: vSphere Hypervisor (ESXi)

3. |Supplier's Name, Address and SDOC Contact Detalls
VMware Inc. 3401 Hillview Ave, Palo Alto, CA 94304

Product as Tested/Declared: Product Identifier, version/revision information, details of

. Check Product Family atlestation below.

- 6 |USGv6 Capability summary. (For each distinct IPv6 stack in the product provide a summary of its USGv6 capabilities below and include a detailed test resuit
summary). e.g. exa iidi'stack-1: USGvE-vi-Host: IPv6-Base+Addr-Arch+IPsac-v8+IKEv2+SLAC+Link=Ethemot.
USGv6-vi-Host: IPv6-Base+Addr-Arch+SLAAC+Link = Ethernet

7 |Self Contained or Composite SDOC? (Must indicate one).

YES |All of the declarad USGvE capabilities of this product |N/A Some or all of the USGv6 nmhmu_.m:.mm of this product are provided by the use and/or integration of umodilied components that
are addressed by orginal test results reported in this have their own unigue USGv6 SDOCs. All of the relevamnt referenced SDOCs are identified in seciion 8 and attached. This
SDoc. ' product’s page 2 will indicate which capabilities aro pravided by specific referenced components (product-id/stack-id).

8 |Additional Declarations / Attachments: (List supplier & mﬁm&.@&m%& for referenced and attached test results in the case of composite products).

Component Supplier Product ID: Stack ID: |Notes:
]
[2]
[3]
[4) i
9 Iﬂmc plementary Attestations (Answer all). &

YES This product is fully functional in dual stack environments. Thal is, no claimed YES This product is fully functional in 1Pv6 only environments. That is, no claimed
capabililies are invalidated ifthis product is operated in a dual stack (6 and capabilities are invalidated if this product is deployed in a network environment that
4)network environmant. doas not support lpv4.

N/A This SDOC contains a capabilities test report for each uniqua IPv6 stack in the NFA All of the products listed in the product family in section 5 are implemented such that
product. if not, the stacks/ports not covered are documented, and how their lpvé their USGVvE capabilities are idantical in form and function across the entire product
capabilities differ from those reported are explained. family. The specific conformance and interoperabiiity test resulls for the USGvE

capabilities of an identified membar of this product family are providsd in this SDOC.
The SDOC attesis that these lested USGvE capabifitiasare identical and unmodified
pr— for all the products cited above.

"~ 10 [Signature Stanley Ho \W\\- Date 14-Sep-17

Print Name/Title  |Stanley HG/ Staff Engineer

Sea instructions for figlds 1-12 on Page 4.




11 _mn_uu_-!ﬁ Declaration of on:?::_-u?.' cmmcm Products: Declared EE-E@& and

...oﬂﬂu&:#am:aa.mi e e [ USGvE-v1 SDOC-v1.10 Page 2

Product 1d: <mvsm..o _._sum.é_wo.. (ESXi) Stack Id: 6.5
Test Suite ] ﬂwm_raunmwucz_c Note ¥, of
I Interoparatiiy Component Ret
mcuﬁo: o_ IPvE base {IPvB;ICMPvE;PMTL; z_u- IPvG-Base Basic_vi.*_C UNH-OL/24022 Basic_V1.*_) UNH-I0L/24028
support of PMTU Discovery Protocol raquirements PMTU Basic_v1.".C UNH-10L/24022 Basic_V1."_| UNH-I0L/24028
support of stateless address aulo-configuration SLAAC P SLAAC-Vi* C UNH-10L/24023 SLAAC-V1.*_| UNH-IQL/24029
support of n-mlm__o_._ of Global Addressas] SLAAGC - ciM) P SLAAC-V1.* C UNH-10L/24023 SLAAC-V1.* | UNH-I0L/24029
support of SLAAC privacy extensions. PrivAddr Seail Test Self Tast
support of stateful (DHCP) address auto-]| DHCP-Client DHCP_Client_v1.* C DHCP_Client_v1.*_|
support of automated router prefix delegation] DHCP-Prefix Sall Test Sell Test
support of neighbor discavery securlly extensions SEND Self Test Self Test
| SP500-267 | 6.6 |Addressing Requirements 1 S
supporl of addressing architeclure reqts|  Addr-Arch Addr_Arch_v1.°_ C  |UNH-I0L/24024 Addr_Arch_vi1.’_| |UNH-IOL/24030
S| of tographically genarated addresses) CGA Sell Tost Sail Test
| SP500-267 nm.,v&% . [
suppon of the IP securtity architecture IPsecvd [Psecvd v1." C IPsecvd_v1."_|
support for automated key management IKEv2 IKEv2_vi.* C IKEv2_v2.* |
S| for encapsulaling security payloads in IP ESP ESPv3_v1." C ESP_v1." I
[ SP500-267 | 6111 . =i iz e
suppon of DNS clientfresoiver lunclions|  DNS-Client Self Test Self Test
support of Socket application program interfaces) SOCK Self Tes! Seif Test
support of IPv6 uniform resource identifiers) _URI Self Test Salf Tes!
supporl of a DNS sarver application] DNS-Server Self Tes! Saif Test
suppori of a DHCP server application] DHCP-Server Sell Tes! DHCP_Serv_vi.*_|
' SP500-267 | 6.2 |Houling Protocol Hequirements [ = 5
support of tha intra-domain (intesior) routi IGW Self Tasl OSPFv3_v1.”_|
SU| _c- _Ew-.aoam_: Am.nm-_oc Ec__:m n_.oﬁoao_m mmi Self Test BGP_v1.*_I
support of irteroperation with IPvd-only systems IPv4 Self Tast Self Test
support of tunneling IPv6 over IPv4 MPLS services G6PE Self Tes! Self Test
SPED02ET |1 6.87 | Network Management Requirements i ! Seif Test
it of network management services SNMP Self Test Self Test
5.9 |[Multicast jalf ts ]! ] [Fm]| — Foai 5
suppon of basic mullicast Mcast Self Test
full support of mulicas! communications S5M Self Test Self Tes!
E : rXT) = . - - -
suppart of moblie IP capability. MIP Self Test Self Tes!
I suppon of mobile network capabililies NEMO Self Test Self Tes!
SP500-267| 6.3 |Qualily of Service irements: = ||
support of Differentiated Services capabililies| DS Self Test Self Test
ﬂ@ g2 ¥k P Device rements [ L
support of common NPD reqls NPD N1|N2Z|N3|N4_v1.3
support of basic firewall capabililies FW N1_FW v1.3
support of application firewall capabilities APFW Sell Test
suppori of intrusion delection capabilities 1DS N3_IDS_v1.3
support ol intrusion protection capabilities IPS N4_IPS_v1.3
FSPEGaET ~ = = —T ———— .
support of robust packel compression services ROHC Salf Test Salf Test
support ol link technology [O:1]|Link= Ethemet Self Test Self Declaration Self Test Setf Dectaration
(repeal as needed) mcu.uo; of link _mnz__o_oe. Link=

12 n n—.nox _._mm_.m it this u-uow.u Uoo _=n_=n_oa additional _

f about tested capabilities and options on an atiached page 3 of notes.

Indication of USGvE-vi Recommended Level of Support for device type / stack role.

_.uea__roea_o_uc_uuo:qn_.:mmcm.i:un_:_.o:_i:_-—o__n-unE__a_. no_o-
{Blank - SDOC makes no declaration_tor this capability.

Indicates capability that is recormmendend as mandatory {(unconditional MUST) in the LISGv6-v1 Prolile.

Passed required tasts of USGv6-V1 requirements for thase capabilities.

Indicates cabability that is unusal for a given device type / stack role. Do not selact withoul careful analysis.

Indicates capability that is left optional / ocnditional by the recommeadations of the USGv6-v1 Profila.

T
z mmm:o_wmumom_c-nm»m__mos_:w_m<m_c_m=uuo:o.cmm<m.§-mwnc_-m__:m:_m_ol:_mnmﬁm_u___?
X JUSGv6 capability not supported in product.

Test Suite - Spacilic USGv6 Tesi sulle used for les. Sas: Hlp/www.anid.nist.gov/usgvehest-spacilications.himi

HNote # - relerence 1o a detailed note about this nmumcﬂ_w of resull on altached page.

Test Lab / Result 1D - Abbreviation of accredited laboratory and its local identilier lor this lest rasuli.

Component Rel - Supplier / Product / Stack ID of distinctly tested component that provides this capability.




Suppliers/ Dectaration of Conformity for USGv6 Products: Notes P and Detailed Test Results Summary = : : - A= USGvE-vt SDOC-v1.10] Page3
Field Productid: vSphere Hypervisor (ESXI) |stack ia: = 6.5
Eilli s o . T comemy pporied Capabiities | "~ Notes about USGve-vi Capabilities, _

Note # | Reference | Section USGVE-v1 Profile Requirements | | Host | Router| NPD | Conformance/NPD | TestLab/ResultID,Note | Interoperabllity | TestLab/Result|D, Note

1

Discussign:

2

Discussion:

3

Discussion:

4

Discussion:

IDiscussion:

]

Discussion:

| 7
|

Discussion:
ion:

Discuss

Discussion:

Discuss .ou" _ _
\Vendor's Genaral Notes / Discussion about this Product / Stack’s capabilities:
I = -




and fnstructions = UsGve-viSDOC-viio Paged)

General: This document describas :m?a-x uancn_ from the Em:.___mn_.m._._uu__m_. that claims suppor of USGvE om_umu_____mm. General p uqoacﬂ and suppliar identification is given on Page
1. Owvarall rasults of tesling USGv6 capabilities for conformance, interoperability and network proteclion are given on Page 2. Detailed instructions for cormpleting and intarprating

each numbered fisld are given below. Note USGv6 Tesling website at: hitp:/Awww.antd.nist.gov/usgvB/itesting.himl. Contact: usgv6-project @antd.nist.gov.

— - _____________________________________ ]

Field Description and Instructions Field Description and Instructions
1 The Document Requiring Conlformity: Identifies the profile version 11 Summary of Results: The lormat of this table mirrors the USGvE-v1.0
implemenied. Not a user completable lield. capabilities checklist (USGvE Protile, Appendix A). The 12 calegories of USGvE

capabilities are listed as subheadings, with subsidiary functions as line items.
Conliguration options related to conditional implemeniation of selected
capabilities.

2 Product Identifier: Supplier's concise name for the product declared. Product Id/Stack Id: The identification line of this paga includes space for
Product Id and Stack I labets. Product Id is the same as given on Page 1. As
there may be more than one unique IPvE stack implemardad in the product, the
Stack Id field idendilies the particular stack described. Ong Rasulis Summany
page per stack is required.

3  Suppliers Name, Address and Contact Details: Company name and point Host, Router and Network Protection (NPD) columns identify ‘preferred’

of contact lor SDOC questions, sireet address, phone and email. options: cells in green represent the NIST rsecommendations. Cells in grey denote
atypical options, very uniikely to be implemented. The procuring Agency may
additionally tallor these fields to indicate requirements for this acquisition,

4  Product as Tested/Declared: Product [denilfier and detalled version Test Suite Conformance and Interoperability columns identify capability sets
information. )f this SDOG reports oringal test results (page 2), include for which a public test suile exists, and the versions applicable to USGv6-v1.0
information aboul the specific product configuration(s) that was aclually test results. Major versien v1 and all its minor versions are deemed accepiable.
testad {e.g., hardware configuration, operating systam, elc). Over tima, new versions will be added and older ones retired. There may be

periods when more than one major version is acceptable concurrently.

5  Product Family: A list of other producis that use the same, unmodilied IPv6 The supplier compleies the adjacent Test Lab and Result Id column with the test
stacks such that thelr USGv6 capabilities are identical in form and function 1o lab acronym and unique rasult identifier (See Test Lab and Accreditor page on
the specific product configuration above. Teslt labs are only required o the Website). The buyer may opt to query results with the test laboratory using
alfirm the results for specific products tested. Test labs oplionally may alfirm the specified Result Id(s). The supplier may opl to provide parlicufar explanation
recognized product families, of some resulls {pariial results, additional options) in which case reference lo

note on an attached page 3. {e.g. "See Note# N°). See the USGvE lesling website
to identily the test lab, and find contac! details.

6 USGvE Capability Summary. The USGv6 stack implementation summary Cells marked Self Test have no associated public test suite. If imptemented by
as identified by the '+ notatlon described in the USGv6 profile, Appendix A. the supplier, the required adjacent annotation is *Self Declaration®. Note that
For each iPv6 stack implamentation in the produc, a distinct Stack Id and vendors declaring support jor such a capability are declaring support for the
reference 1o the alached Resulls Summary page {Page 2). associaled specilic requirements in the USGv6 Profile.

7  Self Contained or Composite SBOC: If this SDOC relies on the testresults | 12 Additional Options Tested: Vendor checks if it is desired to record tesied
of other disinct products, list the Supplier & Product ID/Stack tDs referenced options not part of the *Musts' in the profile. Explanations on the page following
and atiach those original SDOCs to this one. the results summary.

Headings and Special Notations: as described.

8  Additional Declarations / Attachements: List the supplier / product 1D /
Stack ID of any lest results of composile components referenced by this Options for Test Lab and Result ld: Currently 3 cases: (1) the lest lab acronym
SDOC. and atphanumeric Id of the result set as assigned by the test laboratory; (2) ‘Sell

declaration' denating the supplier attests to adequate QA testing ol the capability;

{3) See attachment or note ‘N', where the supplier explains variations in greater

datail_

9  Supplementary Attestations: Suppliers disclosure of IPvE only capabilities;
multiple slacks preseni; product lamily applicabllities. These ars not includad
to qualify or disqualify a product from purchase considerations, but to inform | 13 Stack-1 Notes Instructions: The supplier may choose o use the Notes (page 3)

network administrators of potantial configuration oplions relevant to USGve tn order to clarify unsupporied leatures or non passing results. Each Note # must
interoparablity. Check all that apply. reference the same Note # {rom Page 2.

10 Signature Block: Wet ink signature of the responsible product manager, Complate the Mot by including the Spec/Reference and Section {j.e. RFC or
dated. Prinied name and position title on the line below. USGv6 Profile version), USGv6-v1 Prolile Requirements, Cantig Option {l.e. IPv6-

Base), choosing Host/Aouter/NPD, and Test Selection table version along with
Test Lab Resvlt (0. The Discussion includes details about the tast resull that will
be disclosed to the buyer,

Further Description: hitp:/iwww.antd.nist.gov/usgvE/testing.himl, and NIST SP 500-267 USGvE Tasting Program Users Guide available at the website.
]



