Suppliers Declaration of Conformity for USGv6 Products

USGv6-v1 SDOC-v1.10 Page 1

1 |The Document Requiring Conformity:

USGv6 Profile Version 1.0, July 2008. (NIST SP500-267)

2 |Product ldentifier:

Windows 8 and Windows Server 2012

3 |Supplier's Name, Address and SDOC Contact Details

Microsoft Corporation

4 |Product as Tested/Declared: Product Identifier, version/revision information, delails of configuration tested.

Windows 8 and Windows Server 2012

5 |Product Family (other products using same IPv6 slack(s) to which these resulls are declared to apply). Check Product Family attestation below.

Any hardware capable of running Windows 8 or Windows Server 2012

6 |USGv6 Capability summary. (For each distinct IPv6 stack in the product provide a summary of its USGv6 capabilities below and include a detailed test result

summary). e.g. example-prod-id/stack-1: USGv6-v1-Host: IPv6-Base+Addr-Arch+IPsec-v3+IKEv2+SLAC+Link=Ethemel.

USGv6-vi-Host: IPv6-Base+Addr-Arch+DHCP-Client+SLAAC+Link=Ethernet

7 |Self Contained or Composite SDOC? {Must indicate one).

YES All of the declared USGv6 capabilities of thus product  |NQ
are addressed by orginal test results reporied n iius
S00C

Some or all of the USGvE capabilities of tius product are provided by the use and/or mtegration of umodified components that have
their own umque USGvE SDOCs. All of the relevan! referenced SDOCs are wentified iy section 8§ and attached  This product’s
page 2 will indicale winch capabilitias are provided by specific referenced components {produci-id/stack-id)

8 |Additional Declarations / Attachments: (List supplier & product-id/stack-id for referenced and attached test resulls in the case of composite products).

Component Supplier Product ID: Stack ID: Notes:
]
(2
[31
[4]
9 |Supplementary Attestations (Answer alf).
YES Thus product 1s fully functional i dual slack environments. Thal is, no claimed YES This product 1s fudly funclional in 1Pv6 only environments That ss. o clauned capabiities

envirommnent

capabilities are mvalidated ifitns product 1s operated i a dual stack (6 and 4)network

are mivalidated il this product i1s deployed in a nefwork environment that does not support
Ipv4.

YES Ttus SDOC contams a capabilities test report for each umque 1Pv6 stack in the YES All of the products histed n the producl famiy i section 5 are implemented such that therr
product. If not, the stacks/ports not covered are documented, and how thesr ipv6 USGv6 capabditics are wdantical in form and funclion across the eniire praduct family
capabiities differ front thase reporied are explamed. The specific conformance and mieroperability test results for the USGv6 capabilities of

an identified inember of this product family are provided i this SDOC The SDOC atlests
that these tested USGvE capabilitiesare identical and unmodified for alf the products
/'\ / cited above.
10 |Signature Date 7/9/2015

P S  Bonny/

Print Name / Title Daniel Havey |Pv6 Program Manag

See mslructions for fields 1-12 on Page 4 hd
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11 |Supp!iers Declaration of Conformity for USGv6 Products: Declared Capabilities and Test Results Summary
Product ld: Windows 8 and Windows Server 2012 Stack Id: Windows 8 and Windows Server 2012
Conlext | Supported Capabilities USGv6 Testing Program Resulls
Spec ! Confguration Test Suile Test Lab / Resuit ID. Note #, or Test Suite Test Lab / Result 1D. Note # or
Reference | Seclon USGve-v1 Prolile Requirements Oplion Host | Router| NPD Conformance/NPD Componeni Rel Interoperabihty Component Ref
SP500-267] 6.1 |IPv6 Basic Requirements
suppor of IPv6 base (IPv6 ICMPyE PMTU ND) |PvG-Base P Basic_v1." C UNH-10L/ 12222 Basic_V1.* | UNH-10L/12226
support of PMTU Discovery Protocal requirements PMTU P Basic v1." C UNH 10012222 Basic V1 | UNH-10L/12226
supporl of stateless address aulo-configuration SLAAC P SLAAC-V1.* C UNH-I10L/12223 SLAAC-V{.“ | UNH-10L/12227
suppor of Creation of Global Addresses] SLAAC - ciM) P SLAAC-V1.* C UNH-10L/12223 SLAAC-V1." I UNH-10L12227
support of SLAAC privacy extensions PrivAddr Sell Test Self Tost
support of stateful (DHCP) address aulo-| DHCP-Chemt P DHCP_Client_v1.* C DHCP_Client_v1.* | |UNH-I0L/13997
support of automaled router prefix delegaton]  DHCP-Prefix Self Test Self Test
suppon of ne:ghbar discovery sectwity exlens:ons SEND Sell Test Se!f Test
SP500-267| 6.6 |Addressing Requirements
support of addressing architecture reqls Addr-Arch P Addr_Arch_v1." € |UNH-I0L/12224 Addr_Arch v1.* | |UNH.IOL/12228
supgport of cryptographically generaled addresses CGA Seff Test Sell Test
SP500-267] 6.7 |IP Security Requi L
support of lhe IP secunity architecture IPsecvd IPsecvd v1.* C IPsecvd vi1.* |
support for aulomated key managament IKEv2 IKEv2 vi* C IKEv2 v2.* |
support lor encapsulating secunly payloads in IP ESP ESPv3 v1.* C ESP vi1.' |
SP500-267| 6.11 |Applicalion Requirements
support of DNS ckenliresolver functions|  DNS-Client Seoil Tost Seif Test
support of Socket appl:calton piogram interfaces SOCK Solf Test Self Test
suppor] of IPv6 unform resource dentifiers UR| Sell Test Self Test
suppor of a DNS server applicaiion| DNS-Server Self Test Se!if Test
support of a DHCP server application] DHCP-Server Self Test DHCP_Serv_vi1."_|
SP500-267] 6.2 |Routing Protocol Requirements
suppor of the intra-domarn {intenior} routing 1IGW Self Test OSPFv3 vi.° |
support for inler-domain {exlenor) rouling protoco's EGW Self Test BGP vi.' )
5P500-267) 6.4 |Transition Mechanism Requirements
support of interoperabtion vath IPv4-only systems 1Pv4 Self Test Self Test
suppor of lunneling IPv6 over IPv4 MPLS services 6PE Self Test Self Test
SP500-267| 6.8 |Network Management Requir & Self Test
suppor of network management services SNMP Self Test Self Tesl
SP500-267| 6.9 (Mullicasl Requirerments
support of basic multicast Meast Sell Tect
ful suppert of multicast communications S5SM Self Test Self Tost
SPS500-267| 6.10 |Mobility Requirements
support of mobile IP capab by MIP Self Test Self Test
suppoit of mobile nefwork capabilities NEMO Sell Tast Self Tost
SP500-267| 6.3 |Quality of Setvice Requirements
_suppont of Differentiated Services capabiities DS Self Tes! Self Test
SP500-267 | 6.12 [Network Protection Device Requirements
suppodl of common NPD reqts NPD N1N2Z|N3|Nd v1.3
support of basic firewall capabiities FW N1_FW _v1.3
suppon of appication firgwall capablilies APFW Self Test
support of intruston delection capabitilies IDS N3_IDS_v1.3
support of mtrus:on protection capabiilies IPS N4_IPS_v1.3
SP500-267| 6.5 |Link Specific Technologies
sippoit of robust packet compression services ROHC Self Test Salf Test
support of link technotogy [O 1]|Link=Ethernet P Self Test Sell Doclaration Self Test Sel Dociarat:on
rapeat as needed) suppod of nk technology|Link=
12 < Check HERE if this stack's DOC includes additienal information about tested capabilities and options on an attached page 3 of notes.
Level |Level of support for USGv6-vt Requirements for_capability. Color Indicalion of USGv6-v1 Recommended Level of Support for device type / stack role.
Blank - SOOC makes no declaration_for this capabsiity Indicates capabiiity that 15 recommendend as mandatory {unconditional MUST | in the USGv6-v1 Profle
P Passed required lests of USGvE-V 1 requiemenls for these capab:iies Indicates cababiity that 1s unusal for a given device type | stack sole Do not select without careful analysis
N See noles page for detals on the level of suppornt of USGyE-v1 reequirements for this capabibity Indicates capability that 1s leh optional / ocnditional by the recommedat:ons of the USGv6-v1 Profie
X USGeE capability not supponed 'n product.

Test Suite - Specific USGyE Test suile used for lest. See hilp iwww antd msi goviusgvbilest-specifications html

MNote # - icference to a detailed note about this capability or resw’l on attached page

Test Lab / Result ID - Abbreviation of accred;ied laboratory and ifs local wdentfier for this est resull.

Component Rel - Supplier / Product | Slack ID of distincliy tesled component thal provides this capabslity




Suppliers Declaration of Conformity for USGvé Products: Notes Page and Detailed Test Results Summary

| USGvBv1 SDOC-v1.10  Page 3

Fieid |Preductd: ;Stack id:
13 Context! | Supported Capobilities Notes about USGv6.v1 Capabilities. -
Spec j Conflguration Test Suile Test Sulte
Note # | Relerence | Section USGvb-v1 Profile Requirements Opilon Host | Router| NPD | Confi {NPD | TesatLab/!ResullID, Note Interoperability Test Lab { Result ID, Note
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Suppliers Declaration of Conformity for USGv6 Description and Instructions
General This docement descnbes network praduct fram the dentfied suppher that clasms support of USGv6 capabiiiies General product and suppher dentfication 1s given on Page 1
Civerall results of testing USGv6 capabr ties for conformance. interoperabity and network protection are gven on Page 2 Detaled instruct:ons for complekng and interpret ng each
rumbercd fie'd are given below Naote USGv6 Testing websie at hilp ‘waww antd aist gov/usgvitesting htm Contact usgvs-projecti@antd mist gov

Fietd

1

10

Description and Instructions

The Document Requiring Canformity Identfies the protile verson
mplemented No! a user completable field

Product Identifier Suppier's concise name for the product declared

Supplicrs Name, Address and Contact Details Company name and pont of
contact for SDOC questions street address phone and emall

Product as Tested/Declared Product Identfier and detaled version
infarmation If th's SDOC repons orngal lest resu'ts (page 2} ‘nclude
information about the specific product conhiguration(s) that was actualy tested
ie g hardware configurat:on. operating system. etc)

Product Family A list of other products that use the same, unmodified IPv6
stacks such that their USGv6 capabiibes are idenlical in form and function to
the specilic product configuration above  Test labs are only required to affirm
the results for specific products tested Test labs optionaily may affirm
recognized product families

USGvE Capability Summary The USGvS stack impiementalion summary as
identfied by the +' notation descnbed in the USGv6 profile Appendix A For
each IPv6 stack impltementation in the product. a distinct Stack |d and
eference 1o he attached Resulls Summary page (Page 2)

Self Contained or Composite SDOC  If this SDOC reltes on the test results
of other disinct products list the Supplier & Product 1IDiStack 1Ds referenced
and aitach those onginal SDOCs (o this one

Additional Declarations / Attachements: List the supplier | praduct 1D ¢
Stack ID of any test resulls of composite components referenced by thes
SDoC

Supplementary Attestations  Suppliers d sclosure of IPv6 only capabitities
multiple stacks present. product family applicabilities These are not ncluded
to qualify or disquaiify a product from purchase cons:derations. but to inform
network adminisiralars of potential configuralion options relevant to USGv6
interoperability Check all that apply

Signature Block Wet =k signature of the responsible product manager
dated Printed name and posion bitie on the “ne below

Field

1

12

13

USGv6-v1 SDOC-v1.10 Page4d

Description and Instructions

Summary of Results The format of this table mirrors the USGvé-v1 0 capabilities
checkist (USGvE Prolile Appendix A) The 12 categories of USGvE capabilities
are listed as subheadings wilh substdiary functions as Ine items Configurabion
ophions related to conditonal imp ementat on of selected capabibties

Product Id/Stack Id The identificat.on line of this page includes space for Product
Id ang Stack Id tabe's Product Id is the same as given on Page 1 As lhere may be
more than one unique IPv6 stack implemented 'n the product the Stack Id field
idenhfies the particular stack described One Results Summary page per stack is
required

Host, Router and Network Protection (NPD}) columns identify preferred’ options
cels in green represent the NIST recommendations Cel's in grey denole atyp cal
oplions. very un'kely to be implemented The procunng Agency may addibona'ly
talor these felds to indicate requiremnents for this acquisition

Test Suite Conformance and Interoperability columns identfy capabiity sets for
which a public test suite exisls and the versions applicable 1o USGv6-vi 0 test
resulls Major version vi and all ts minor versions are deemed acceplable Qver
tme new versions will be added and older ones retired There may be periods
when more than one major version 1s acceptable concurrently

The suppher completes the ad,acent Test Lab and Result Id column with the test
lab acronym and unique result identher (See Test Lab and Accreditor page on the
Website) The buyer may opt to query results with the test laboratory using the
spec fied Result Id(s) The supplier may opt to prowide particular explanation of
same results {partial resulls, additonal aplions) in which case reference to note on
an altached page 3 (e g "See Note# N'} See the USGvE lesting website (o
dentify the lest lab. and find contact details

Celis marked Self Test have no associated public test sute If mp'emented by the
supper the required adjacent annolation is “Self Declaration™ Nole that vendors
declaring support for such a capab ity are declaring support for the assotiated
specific requirements in the USGv6 Profile

Additional Options Tested Vendor checks i it 1s desifed to record tested options
not part of the "Musts’ in he profile Explanations on the page following Ihe results
summary

Headings and Special Notations as descrnbed

Options for Test Lab and Resuit id: Currently 3 cases (1) the test lab acronym
and a'phanumer:c ld of the resull set as assigned by the test laboratory (2) “Self
dectaration’ denoting the supplier attests 1o adequate QA testing of the capabiity
{3) See attachment or note ‘N’ where the supplier explains vanatons in greater
detait

Stack-1 Notes Instructions The suppl er may choose to use the Notes (page 3)
in arder 12 carify unsupported features or non passing resuits Each Note # must
reference the same Note # from Page 2

Complete the Nole by nciud ng the SpeciReference and Section (e RFC or
USGv6 Prolile version). USGvE-v1 Prafile Requirements. Config Option (i @ IPv6-
Base) choosing HosVRouter/NPD and Tesl Selection table version along with
Test Lab Result 1D The Discussion ncludes details about the test resuit that will be
disclosed 1o the buyer

Further Description: hitp:#www antd.nist.goviusgvéitesting html, and NIST SP 500-267 USGv6 Testing Program Users Guide avaitable at the website.



