Sugg iers Declaration of Conformity for USGvE Products

The Document f Requiring Conformity:

USGvE-vi SDOC-v1.10 Page 1
USGvé Profile Version 1.0, July 2008. (NIST SP500-267)

2 {Product Identifier:

Windows 10

3 |Suppiler's Name, Address and SDOG Contact Detalls

Microsoft Corporation

4 |Product as Tested/Declared: Product Identifier, version/revision informstion, details of configuration tested.
Windows 10
5 |Product Family {other products using same |Pv6 stack(s) to which these results are declared to apply). Check Product Farily attestation below,
Windows
[

USGve CapabHity summary. (For each distinct IPv6 stack in the product provide a summary of its USGvS capabilities below and include a detailed {est result
summary). e.g. exampie-prod-id/stack-1: USGvE-v1-Host: IPvE-Base+Addr-Arch+iPsec-v3+IKEv2+SLAC+Link=Ethemet.

USGv6-v1-Host: IPv6-Basa+Addr-Arch+SLAAC+Link=Ethernet

7 |Self Contained or Composlte SDOC? (Must indicale one).

S00C

YES |Allof the declared USGv6 capabiitas of this product  |NO
are addressed by orginal lest resuits reported in this

Some or ali of the USGvE capabities of this product are providad by the use and/or mtegration of umodified components that have
their own unique USGvE SDOCs. All of the refevant referanced SDOCs are identifisd in sectian 8 and atached.  This product's page
2 wilt indicata which capabilities are provaded by specific referenced components (oroduci-ki/stack-id)

capabilities ara invalidated ifthis product /s operated in a dual stack {6 and 4)natwork

8 |Additional Declarations / Attachments: (List supplier & product-id/stack-id for referenced and attached test resuits in the case of compasite products).

Component Supplier Product ID: Stack ID: Notes:

1)

2]

[3]

(4]

9 |Supplementary Attestations (Answer alf),
YES This product is lully funcbonel in dusl stack enwronments. That is. no claimed Yas This product is fully functional in IPv6 only envionments. That is, no claimed capabilies

are invalidated i this product is deployed in a network environmant thal does not support

anvironmant. opvd
YES Tims SPOC conlains a capabikbas test report lor aach unmue IPVE stack in the Yas All of the products listed in the product famiy m sechon 5 are smplemented such that thewr
product. if not, the stacks/ports not covered are documented, and how thair ipvs USGvb capabiitas are identical in form and function across tha entire product family. The
capabiities differ from those reporied are explamned. specific confermance and interoperabity tast msults for the USGvE capabilities of an
rdantified member of this product famdy are provided in this SDOC. The SDOC atfests
{hat thase lested USGvS capabilitiasare ieniical and unmodibed for alf the products ciled
AV {1 yd above.
10 |Signature m i Date
A MUY

a16/2015|

Print Name / Title Daniel Havey / IPv6 Program Manager

See instructions for fieids 1-12 on Page 4.




11 |Suppliers Declaration of Conformity for USGv6 Products: Declared Capabilities and Test Results Summary USGv6-v1 SDOC-v1.10 Page 2

Product Id: Windows 10 |stack td: | 10
Conlext / Supportad Capabilities USGv6 Tesling Program Results
Spec Configuration Test Suite TesiLab / ResultiD. Note #. or Test Suite Test Lab s Result ID MNole # or
Relerence | Sechion USGve-v1 Profile Requirements Option Host | Router| NPD Conformance/NPD Component Ref Interoperabity Component Ref
SP500-267| 6.1 [IPvE Basic Requir ts
support of IPvG base {IPv6 ICKIPv6 PMTU ND) IPvb-Base P Basic_v1.* C FUNH-IOLI}!OS?B Basie_V1.°_| UNRA-TOL20578
suppor of PMTU Discovery Protocol regu remenis PRI P Basic_v1.'_C ONH-IGLI20576 Basic_v1i.'_| -
support of staleless address aulo-conliguralion SLAAC P SLAAC-V1.” C UNH-10L2007¢7 SCARC-VA: 1 UNRTOL/Z0575
suppon of Greaton of Global Addresses| SLAAC - ¢iM) P SLAAC-V1* C ONHIOLZ0577 — SLAACVIT ] UNAIOL20575
support of SLAAC pnisacy exlenstons PrivAdar Solf Test Cell Test
support of slatefu! {(DHCP) address auto-] DHCP-Cient DHCP_Clieni_v1.,* C DHCP_Client_v1® 1
support of automated router prefix delegalionf  DHLP-Prelix Self Test Sell Tes!
support of neighbor discavery secunly exlensions SEND Seif Test Sell Tes!
SP500-267| 6.6 [Addrossing Requirements
suppart of addressing architeclure reqts Addr-Arch P Addr_Arch_v1.*_€C |UNH-I0L/20580 Addr_Arch_v1.°_| |UNH-IOL/20581
suppon of cryptographically generated addresses| CGA Self Test Seif Test
5P500-267| 6.7 |IP Security Requirements
support of the IP secunly archilecture TPsecvd IPsecv3_vi." C TPsecvd_vi.® |
support for aulomated key management TKEv2 IKEvZ_v1." C TREvZ_vZ' )
suppofi for encapsuialing securnty payloads m IP ESP ESPvI_vi." C ESP_v1."_1
SP500-267| 6.11 |Application Requirements
support of DNS chenbiresolver functions|  DNS-Cuent Self Test Sell Tesf
supporl of Socket applicalion program interfaces S0CK Self Test Sell Tesr
support of IPvB unifolm fesource ientifiers| Orl Self Tos! Sell Test
suppor of a DNS server application|  DNS-Server Sell Test Self Test
support of a DHCP server appication] DHCP-Server Seif Test DHCP _Serv_vi"]
SPS00-2671 6.2 |Routing Prolocol Requirements
supperl of the ntra-doman (inferior) rouling 1GW Self Test OSPFvI_vi_}
support for inler-domasn (exlenior) rouling protocols EGW Sclf Tost BGP_v1."|
SP500-267| 6.4 |Transition Mechanism Requirements
support of mtergperabion wilh IPvd-only systems TPvd Self Test Sell Test
support of unnehng IPvE over IPv4 MPLS services GPE Self Test Self Tes!
SP500-267| 6.8 |Network Management Requi ts Self Test
support of network managéemeni senvices SHWMP Salf Test Sell Test
SP500-267| 6.9 |Multicast Requirements
supporl of basic mullicast Mcast Self Test
full supporl of mullicast communicat:ons SEM Self Tes!t Sl Test
SP500-267| 6.10 |Mobility Requirements
suppart of mobile P capability [Z]13] Seoif Test Sell Test
suppoil of mobste network capabillies) NEMO Self Test Self Tesf
SPS500-267| 6.3 |[Quality of Service Requirements
suppon of Differentialed Sennces capabillies Ds Self Test Self Test
SP500-267] 6.12 |Network Proteclion Davice Requirements
support of common NPD reqls NPD N1|N2[NJJN4_v1.3
support of bastc lrewall capabilites FW N1_FW _vi.]
suppant of application firewalt capabxldies) APFW Self Test
suppart of smtresion delecl:on capabitties) v} N3_IDS_v1.3
support of inlrusion prolection capak:ities L) N4_IPS_v1.3
SP500-267| 6.5 |Link Specific Technologies
support of robust packel compression senvices ROHC Self Test Self Test
suppor of ink lechnotogy [0 1]|LINk=Eihermnet P Sell Test Self Declaraton Sell Test Self Declaration
(rapeat as needed) support of link lechnatogy|Link=
12 < Check HERE if this stack's DOC includes additional information about tested capabilities and options on an attached page 3 of notes.
Leval |Level of support for USGvE-v1 Requirements for capabifity, Caolor i Indication of USGv6-v1 Recommended Leve! of Support for device lype ! stack role.
Blank - SDOC makes no declaration_for s capability lindicates capabiliy (hat 1s recornmendend as mandalory (uncondiional MUST) in the USGv6-v1 Profile |
P Passed required tests of USGv6-Vi requirements for these capabilives Indicales cababiity Ihat 1s unusal for a given device lype stack role Do not select withoul careful analysts
N See noles page for details on the level of support of USGv6-v1 reequirements for lins capabulity Indicates capabilily that is left optional _ocnditional by the recommedalions of the USGvB-v1 Profile
X LISGvE capab:ity nol supported in product
Test Suile - Specilic USGvE Test suite used for test  See hilp iwvww.antd.nist goviusgvbitest-specifications himl Note # - reference lo a detailed note aboul lhes capabity or result on allached page
Test Lab / Resull ID - Abbrevialion of accredited laboralory and ds local identifier for ths test result Compaonent Rel - Suppier Product, Stack 10 of distinctly lested componenl thai prowdes this capabubity




Suppliers Declaration of Canformity for USGv6 Products: Notes Page and Detalled Test Results Summary

]

USGv6-v1 SDOC-v1.10 Page )

Fiald {Productid: 'Elack Id: J
13 Context/ | Supporied Gapabililies Notes about USGv6-vt Capabilities. N
Speci Configuration Tedt Surte Tesi Suite
Note # | Reference | Seclion USCve-vi Prafile Reguirements Option Host | Router| NPD | Conformance/NPD | TestLab/ Result|D. Note Interoperabitity Test Lab | Result i0. Note
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Suppliers Declaration of Conformity for USGvE Description and Instructions
General This document descrnbes netwark product from the dentfied suppher that claims support of USGv6 capabilities General product and suppier identficaton 1s given on Page
1 OQverall results of testng USGv6 capabil:ues for conformance :nteroperabaity ang netwark pratect:on are given on Page 2 Dela’ed instruchions for complet:ng and interpreting each
numbered field are given below Note USGvE Tesling websie at hitp /fwww antd nest gov/usgvéilesting him! Contacl usgv6 project@antd st gov

Ficld

1

10

Description and Instructions

The Document Requiring Conformity Identifies the profile version
implemented Mot a user completabie field

Product Identifier Suppler's concise name for the product deciared

Suppliers Name, Address and Contact Details Company name and point
of comtact for SDOC questions, street address. phone and ematt

Product as Tested/Declared Product Identifier and detaied version
nfarmation 1f this SDOC repors oningal test results {page 2), inciude
infarmation about the specific product configuration(s) that was actually tested
{e g  hardware configuration, operating system etc)

Product Family A 1st of other products thal use the same unmodfed IPv6
stacks such that Ihetr USGv6 capabilites are identical in form and function to
the specific product configuration above Test labs are only required to atfirm
the results for specific products tested Test labs optionally may affirm
recognized product farmi es

USGvé Capability Summary The USGv6 slack impiementation summary
as igentified by the +' nolalion descrbed m the USGv6 profile Appendix A
For each IPv6 stack implementation in the product a distinct Stack Id and
reference lo the attached Results Summary page (Page 2)

Self Contained or Compasite SDOC If this SDOC refes on the test resulls
of other disinct products st the Supplier & Product 1D/Stack IDs referenced
and attach those orginal SDOCS o this one

Additional Declarations ! Attachements: List the supplier / product 1D !
Stack 1D of any test resulls of composile compenents referenced by this
s$DOC

Supplementary Attestations Supphers discosure of IPv6 only capabilties
multiple stacks present product family appl cabhiies Thease are not included
to quahfy or disquaify a product from purchase considerations. but to inform
network admenistrators of potenital configuration options relevant to USGvG
intercperabildy Check all that apply

Signature Block Wetink stgnature of the responsible product manager
dated Prnted name and positon Wile on the kne below

Field

11

12

13

USGv6-v1 SDOC-v1.10 Page 4

Description and Instructions

Summary of Results The format of this table mirrors the USGv6-v1 ¢ copabilties
theckl=st (USGvE Profile Appendx A} The 12 categories of USGvE capabiiilies
are i'sted as subheadings, with subsidiary functions as /ine items Configuration
options related to condstional implementation of selected capabiiities

Product Id/Stack |d The identfication line of this page incudes space for
Ptoduct Id and Stack id labels Product Id is lhe same as given on Page 1 As
there may be more than one unique IPv6 stack implemented in the product the
Siack Id field 'dentifies the particular stack described One Results Summary page
per stack is required

Host, Router and Network Protection (NPD) cotumns identfy ‘preferred” optons
cells in green represeni the NIST recommendations Cells in grey denote atypscal
options very unbikely to be implemented The procuntg Agency may additionalty
talor these fields to indicate requirements for this acquisition

Test Suvite Conformance and Interoperability co umns identify capabiity sets for
which a public test suite exists, and the versions app icable to USGvé-v1 0 test
results Major version v1 and all its minor versions are deemed acceplable Over
fime new versions will be added and older anes retwed There may be pernods
when more than one major version is acceplable concurrently

The suppher compleles the adjacent Test Lab and Result Id column with the test
iaby acronym and unigue resull dentifer (See Test Lab and Accred tor page on ne
Website) The buyer may opt 10 query results with the test laboratory us ng the
specified Result Id(s} The supplier may opt lo provide particular explanation of
some results {partial results addittonal options) in which case reference to note an
an altached page 3 {e g "See Nole# N') See the USGvE lesting website lo
denlify the test lab_and find contact details

Cells marked Self Test have no associaled public test sute If implemented by
the suppler, the required adjacent annotation 1 "Self Declaraticn”  Nole that
vendors dec'anng suppert for such a capabilily are declanng support for the
assoctated specific requirements in the USGv6 Prolile

Additional Options Tested Vendor checks if it is desired to record tested options
not part of the ‘Musts' n lhe profile Explanatons on Ihe page 'oliowing the results
summary

Headings and Speclal Notations as described

Options for Test Lab and Result id: Currenily 3 cases (1) the tesl lab acronym
and alphanumeric Id of the result set as assigned by the test Iaboratory. (2} Sell
declaration” denoting the supplier altests to adequate QA testing of the capability:
(3} See attachmend or note ‘"N where (he supplier explains vanations in greater
detas

Stack-1 Notes Instructions The suppi:er may choose lo use the Notes (page 3)
in order to clanfy unsupported features or non passing resulls Each Note # must
reference the same Note # from Page 2

Complete the Note by including the Spec/Reference and Secton (12 RFC or
USGv6 Profile version) USGvS.v1 Profie Requrements Contg Oplian i1 e IPvE
Base) choosing Hos¥Rouler NPD. and Test Selection table version along with
Test Lab Resuft ID The Discussion inciudes detads about the test result that will
be disclosed to the buyer

Further Description: hitp:/iwww.antd.nist.goviusgvBitesting.html, and NIST SP 500-267 USGv6 Testing Program Users Guide available at the website.
L. -]



